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Giao thirc Modbus dwoc sir dung rong rii trong cic hé thong cong nghiép quan trong, hé thong diéu
Kkhién giam sat va thu thap dir liéu (SCADA - Supervisory control and data acquisition). Vi nhu ciu phat
trién, mé rong ngay cang ting ciia mang cong nghiép, Modbus ciing dwoc két ndi voi Internet sir dung
giao thirc TCP/IP (Transmission control protocol/Internet protocol) hodc cac giao thirc truyén tai dir liéu
khac. Sir dung co sé ha ting Internet tao ra nhiing 16 hong, nguy co dé bi tAn cong gy ra nhirng thi¢t hai
khong mong mudn. Trong bai bao trinh bay k¥ thuit ing dung mit ma khoéa ddi xirng AES (Advanced
encryptlon standard) bao méat cho giao thirc Modbus TCP/IP. Gidi phap nay lam giam dang ké cac 16
hong, tang cwong tinh bao mat, xac thue, toan ven géi tin cho giao thirc Modbus TCP/IP, aé phong chong
cac cude tin cong vao h¢ thing SCADA sir dung giao thirc nay.

Tir khoa: an ninh mang, bdao mdt giao thirc Modbus, ma héa AES, Modbus TCP/IP.
Chi s6 phén logi 2.2

A SECURITY SOLUTION FOR MODBUS
TCP PROTOCOL TO PREVENT ATTACKS
ON SCADA SYSTEM USING THIS PROTOCOL

Summary

Modbus protocol is widely deployed in critical
industrial systems or supervisory control and data
acquisition (SCADA) systems. With the increasing
demands on industrial networks, the Maodbus
protocol is also connected over the Internet using
TCP/IP protocol or other transmission protocol.
Using the Internet infrastructure, the systems are
likely vulnerable to risks, which causes unpredictabe
damages. In this paper, the author propose a solution
of symmetric key cipher AES for high-secured Modbus
TCP/IP protocol. This approach aims at reducing
vulnerabilities, enhancing security, authentication
and integrity in Modbus TCP/IP protocol to prevent
cyber attacks on SCADA systems using this protocol.

Keywords: AES, cyber security, Modbus TCP/IP, secure
modbus protocol.
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Hé théng SCADA dugc st dung rong rai
trong cong nghiép tw dong hoa, cac co sé ha ting
quan trong nhu: nha may hoa chat, tram phat
dién, mang luoi truyén tai va phan phéi dién,
mang ludi phan phdi nude va xir 1y chat thai, hé
thong thuy loi, 10 phan tng téng hop hat nhén. ..
Céc hé thong SCADA c6 ¥ nghia chién lugc nén
néu xay ra bét ky mot 16i hodc truc tric nao thi
hau qua 1a rat 16n. Mot hé théng SCADA cho
phép két ndi lién thong giira nhiéu mang thong
qua nhiéu loai giao thtrc, bao gdm ca giao thirc
Internet (IP) [1]. Pham vi két n6i rong nay lam
cho hé thong SCADA c6 thém nhiéu 16 hong,
cing voi nhitng 16 hong sin c6 cua hé thong
SCADA, 1am chiing dé bi tin cong boi nhitng ké
c6 ¥ dd xau.

Trong thiét ké truyén théng cic hé thong
SCADA, mbi quan tam chinh 1a hi¢u suit, hiéu
qua ciia hé théng. An ninh trong cac hé thong
SCADA it dugc quan tdm cho dén khi xuit hién
nhiéu sy ¢ an ninh. Vi du thang 3.2000, thong
tin lién lac gitra cac tram bom trong dich vu nuéc
Maroochy & Uc da bi mét, cac tram bom khong
hoat dong duoc, la do hé théng da bi tin cong va



gy ra su c¢b ndy [2]. Vao thang 8.2003, mot con sau
may tinh da vuot qua tuong lua (firewall), xam nhap
vao hé thong diéu khién SCADA tai cac nha may dién
hat nhan DavisBesse ¢ Ohio [3]. Xu hudng nay 1én
dén dinh diém v6i Stuxnet [4] tn cong vao hé thong
SCADA duogc phat hién vao thang 7.2010. Pay 1a mot
phﬁn mém ddc hai, tin cong tinh vi vao cac loai PLC
(Programmable logic controller), sira d6i va kiém soat
chung, gy ra nhimng bét thuong trong hé thong.

Hé théng SCADA ban dau duoc xay dung trén gia
thiét 1a tit ca cac thanh phan hoat dong trong mang la
hop phap. Cac hé thong hau nhu khong co cac bién phap
béo vé dé chéng lai cac cude tin cong co chu dich. Cac
thanh phan trong mang khong c6 xac thuc danh tinh,
xac thyc truy nhép, cling khong thé x4c minh dugc noi
dung cua thong di€p co hop 1€ hay khong hop 1¢ nén
tat ca cac dir liéu duoc truyén qua mang déu 1a ban
15, khong c6 bat ky ma hoa nao. Giao thirc Modbus,
Modbus TCP ciing nam trong sé do, hon nita theo xu
hudng cong nghé hién nay thi Modbus TCP dang dugc
st dung rong rdi trong cac hé théng SCADA dé giao
tiép gitta cac thanh phan trong mang. Tt nhitng 1y do
néu trén, viéc nghién ctru ing dung tiéu chuan ma hoa
tién tién AES dé bao mat cho giao thirc Modbus TCP,
nham ngan chan cac cudc tAn cong co6 chu dich vao h¢
thdng SCADA sir dung giao thirc nay 13 rat can thiét.

Noi dung chinh
Giao thirc Modbus

Modbus [5] duoc thiét ké vao nam 1979 boi hing
Modicon (sau nay thudc Schneilder Automation).
Hién nay, Modbus 12 mot trong nhiing giao thirc phd
bién nhat duoc st dung trong hé thdng diéu khién
cong nghi€p. Theo khao sat hién tai boi “American
Control Engineering magazine”, 40% s hé thong
diéu khién cong nghiép quan trong dugc trién khai
bing giao thic Modbus. Thanh cong ctia Modbus 1a
nho nd tuong ddi dé su dung, 1a mot tiéu chuin mo,
duoc phan phdi mién phi va duoc hd tro rong rai boi
cac thanh vién cua td chirc Modbus, van con hoat
dong dén ngay nay.

Theo mo hinh OSI (Open systems interconnection)
thi Modbus thuc chat 1a mot chudn giao thirc va dich
vu thugc 16p ung dung, co thé duoc thuc hién van
chuyén qua TCP/IP hay qua duong truyén RS232/
RS485 (hinh 1).
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Hinh 1: giao thirc Modbus déi chiéu véi mé hinh OSI

Co ché giao tiép: giao thirc Modbus giao tiép theo
co ché yéu ciu/dap ung, trong d6 chi c6 mot thiét
bi Master (thiét bi chu) co thé giri yéu ciu, con cac
thiét bi Slave (thiét bi t&) dap ung bang dit liéu tra 1oi
hoac thuc hién mot hanh dong nhét dinh theo yéu cau
(hinh 2). Két hop ma ham (function code) va di liéu,
Modbus thuc hién dugc mot loat cac 1énh nhu: doc gia
tri mdt thanh ghi; ghi gia tri cho mot thanh ghi; doc gia
tri mot nhom cac thanh ghi lién tiép; ghi gia tri cho mot
nhom thanh ghi lién tiép; doc céc tri dau vao; ghi céc
gi4 tri dau ra.

T T

Théng diép yéu ciu tie Master

Dia chi thiét bi Pia chi thiét bi
M3 ham M3 ham
Dit liéu Dit liéu

Kiém soat 15i Kiém soat 13i

Thong diép dap teng tir Slave

Hinh 2: co ché giao tiép ciia giao thirc Modbus

Dia chi cua cac tram trong mang Modbus tur 0-247,
trong do dia chi 0 1a dia chi gui quang ba.

Cdu triic mét thong diép Modbus: Modbus c6 2 ché
d6 truyén 1a RTU va ASCII. Trong ché d¢ truyén RTU
(Modbus RTU, hinh 3) mdi byte trong thong diép dugc
truyén di 1a 8 bit nhi phan, khoi dau va két thuc birc
dién 1a khoang nghi it nhat 4 chu ky ky tu. Ché do
truyén ASCII (Modbus ASCII, hinh 4) mdi byte trong
thong diép duoc truyén di boi 2 ky tu ASCII 1a 2 ky tur
sd hexa biéu dién byte do, ky tu khoi dau la >, 2 ky tur
két thuc 1a CR va LF. Mdi thong diép déu duogc dinh
dang don gian gém phﬁn khéi dau, két thac, dia chi,
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ma ham, dit liéu, ma kiém 16i dé kiém tra thong diép co

bi 16i truyén khong.

Khéi dau | Diachi | Maham | Dirliéu | Mi CRC (Cyclic redundancy Check) | Két thic
() 8 bit 8bit | nx8 bit 16 bit )
Hinh 3: cdu triic birc dién Modbus RTU
Khiidiu | Diachi | Mihim | Ditliéu | MRLC (Longitudial redundancy check) Két thie
Tkyte | 2kyte | 2kjtr | nkjtw 2kytu 2kj ty CR+LF

Hinh 4: cau triic birc dién Modbus ASCII

Modbus TCP/IP: Modbus TCP/IP (Modbus TCP)
[6] chidon glan la glao thuc Modbus RTU st dung giao
dién TCP dé truyén tai trén nén Ethernet. Tirc ho giao
thirc TCP/IP dugc dung dé truyén chinh xéc cac thong
di€p cua giao thuc Modbus. Modbus TCP nhiing mot
thong diép (khung dit liéu) Modbus chudn vao phan
dir li¢u ctia goi TCP ma khong co6 sy kiém tra, xac thuc
giao thue Modbus (hinh 5). Phan kiém 13i (checksum)
cua Modbus khong dugc st dung, thay vao do6 su dung
kiém 18i cua TCP/IP d¢ bao toan dit liéu. Ma ham va
dir liéu cua Modbus duogc chuyén thanh phﬁn dir liéu
ctia TCP, khong c6 bt ky thay doi nao va bo sung thém
7 byte ¢ phia trudc chia thanh 4 trudng sau:

e Transaction Identifier (2 bytes): dugc sir dung dé
phan bi¢t cac thong di¢p khi cé nhiéu thong diép khac
nhau truyén di tir mot két ndi TCP.

e Protocol Identifier (2 bytes): truong nay ludn
dit bang 0 v6i Modbus, cac gia tri khac mé rong cho
tuong lai.

e Length (2 bytes): cho biét do dai cua céc truong
con lai gom Unit ID, Function code, Data.

e Unit ID (1 byte): c6 gia tri tir 0-255, sir dung dé
nhan dang cac thi¢t bi trong mang Modbus TCP co6
y nghia nhu truong dia chi (address) trong Modbus
chuan.

Dir liéu cuia Modbus TCP sau khi dugc tao ra ¢ hinh
5 dugc giao thire TCP giri va nhan qua cong 502 danh
riéng cho Modbus.

Application Data Unit (ADU)
N
/,

% Data |M
M4 ham & dir lisu | Function
khéng thay d6i Code

Modbus Application Protocol (MBAP) Header
(7 Bytes)

Thong bao Modbus
truyén thong

Function
Code

Protocol Data Unit (PDU) ‘

Transaction [ Protocol Length Function Khung Modbus

Identifier Identifier | Field l Linlt 1D | Code Data TCP/IP
(2 Bytes) (2Bytes) (2 Bytes) (1 Byte) (1 Byte) Varies
e
Modbus TCP/IP ADU
Hinh 5: tao mét thong diép Modbus TCP
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Ung dung Modbus trong mang cong nghiép:
Modbus thuong duoc trién khai giao tiép gitra PLC va
HMI (Human machine interface), hoac gitta PLC chu
va cac thiét bi t& nhu PLCs, HMIs, Drivers, Sensors,
/O devices... hd tro tdi da 247 thiét bi trong mot bus
(hinh 6). Mét trién khai phd bién khéc st dung Modbus
TCP/IP 1a trong ving DMZ SCADA (Demilitarized
Zone SCADA - vung cho truy cdp tir bén ngoai), hodc
trong mang LAN (Local area network) giam sat co
HMI chii ¢6 kha ning quan 1y tap trung mot sé PLC
cht, mdi PLC chu trong s6 d6 c6 thé két ndi trén bus
ctia nd cac thiét bi khac, dé thuc hién mot vong quét
(hinh 6).
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modbus ATU.
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Hinh 6: Modbus siwr dung trong mang cong nghi¢p

Nhitng lo ngai vé an ninh: i) thiéu xac thuc:
Modbus, Modbus TCP chi yéu cau st dung dung dia
chi, ma ham va dir liéu lién quan, chung khong thé
xac minh dugc mot thong diép co6 hop 1€ hay khong
hop 1& nén rat dé bi tan cong gia mao thong diép, sira
dbi thong diép...; ii) cac thong diép khong dwoc ma
hoa: dia chi va ma ham trong thong diép dugc truyén
di ¢ dang tudng minh do d6 c6 thé d& dang gia mao,
bt giit, stra d6i hodc gui lap lai thong diép nhiéu lan.
C6 thé chan bét thong tin truyén thong dén/di tir mot
thiét bi Modbus bat ky trong mang ciing c6 thé tiét
16 nhitng théng tin quan trong lién quan dén cau hinh
va sir dung thiét bi; iii) Modbus TCP khong c6 kiém
16i (checksum) cho mdi thong diép & ting tng dung
nén dé dang tao mdt Iénh gid mao, chi véi ma ham va
dir liéu checksum s€ dugc tu d()ng tao ra ¢ tang van
chuyén TCP; iv) khong ¢6 co ché ngan chin giri thong
dlep quéang ba, tat ca cac thiét bi trong mang Modbus
déu nhan dugc mot thong diép phat di c6 nghia 1a mot
thong diép quang ba c6 thé duoc sir dung cho tn cong
tir chéi dich vu DoS (Denial of service).

Nhirng mbi lo ngai an ninh nay s& duoc khic phuc
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khi bd sung thém bao mat, chung thyuc cho giao thuc,
muc “Bdo mat cho giao thitc Modbus TCP” duogc trinh
bay sau day sé& giai quyét van dé nay.

Tiéu chudn ma héa tién tién AES

Tu thoi c6 dai cho dén nay, mat ma luon la nén
tang co ban cua an toan thong tin [7]. Mat ma AES
(Advanced encryption standard, hay tiéu chuan ma hoa
tién tién) 12 mot thuat toan ma héa khéi duoc Chinh
pht Hoa Ky ap dung lam tiéu chuin mé hoa. Giéng
nhu tiéu chuén tién nhiém DES (Data encryption
standard), AES dugc 4p dung rong rai trén toan thé
gidi. AES va DES déu la thuat toan ma hoa khoa ddi
xtng (ma hoa, giai ma cung mdt khoa), DES voi khoa
56 bit, AES voi khoa 128 bit, tuy nhién DES va bién
thé ciia n6 nhu 3DES (ma héa DES 3 14n) hién nay c6
d6 an toan khong cao do khoa ngan dé bi tin cong vét
can, nén AES dang dan thay thé cho DES va 3DES.

Nén tang co ban ciia cac thuét toan ma hoa khoa dbi
xtng hién dai n6éi chung, ma hoéa DES, AES n6i riéng
sir dung phép bién ddi thay thé S-Box va phép hoan vi
P, 2 phép toan nay duoc lip di 1ap lai nhiéu lan. DES
lap lai trong 16 vong, AES 128, 192, 256 bit lan lugt
lap lai trong 10, 12, 14 vong. Két hop 2 phép bién ddi
thay thé S-Box va phép hoan vi P tao ra 2 tinh chat
quan trong ctia ma hoa 1a tinh khuéch tan (diffusion)
va tinh gay 1an (confusion):

e Tinh khuéch tan: mot bit ctia ban rd tac dong dén
tat ca cac bit ciia ban ma, hay noi cach khéc, 1 bit cua
ban mé chiu tic dong cua tit ca cac bit trong ban rd.
Tinh chat nay lam giam t&i da mdi lién quan giita ban
rd va ban ma, ngan chan viéc suy ra khoa.

e Tinh gay ldn: lam phirc tap hoa mdi lién quan giira
ban rd, ban ma va khoéa. Do do ciing ngan chan viéc
suy ra khoa khi c6 ban ma.

Mai hoa AES [8] sir dung 4 phép bién doi chinh
dé ma hoa mot khdi dir liéu 128 bit 1a: Add row key,
Substitute bytes, Shift rows, Mix columns. Mdi phép
bién d6i déu nhan tham s dau vao ¢6 kich thude 128
bit va cho ra két qua ciing 6 kich thudc 128 bit. AES
thyc hién 4 phép bién ddi trén trong 10 vong lap nhu
bén trai hinh 7 1a giai doan ma hoéa, bén phai thyc hién
nguoc lai 1a giai doan giai ma.

Céc phép bién doi Substitute bytes, Shift rows, Mix
columns c6 phép bién ddi nguoc twong tng la Inverse
sub bytes, Inverse shift rows, Inverse mix cols. Riéng
phép bién d6i Add row key don gian chi 1a phép XOR
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nén phép bién ddi nguoc ciing 1a Add row key. Céc
phép bién d61 ngugc bén phai hinh 7 giai ma AES cling
gom 10 vong thyc hién theo chiéu nguoc lai.

Kich thudc khoa ban dau 1a 128 bit (16 byte). AES
diung ham m¢ rong khoéa (Expand key) dé mé rong
kich thudc khoa thanh 44 word 32 bit. 44 word nay
dugc chia thanh 11 cum khoa con, mdi khoa con (128
bit) hay 4 word lam tham s6 vao cho 11 thao tac Add
row key. 128 bit ban rd va 128 bit khoa con déu duoc
t6 chirc thanh khdi ma tran 4x4 mdi phan tir 1a 1 byte
duoc sép Xép lan luot theo cot.

Ban ré 128bit

Key 128 bit Ban ro 128bit

Add round key [« w0, 3] #| Add round key
Substitute bytes . Taverse sub bytes | =
Substitute bytes nverse sub bytes
- | Expand key | - =2
=
-
- Inverse shift rows | &
o
=
1 eem=adlc oo oo oo e R T rrrrry: e
2 —
Add round key w(4,7] Add round key
EY
3
:
Substitute bytes
EN
o
E
: —
Add round key — w36, 39] Add round key =
g
E

Inverse shift rows

Round 10

Add round key w40, 43]

Add round key

Ban ma 128 bit

b. Giai doan giii ma

Bian mi 128 bit
a. Giai doan ma hoa

Hinh 7: qua trinh ma hoa/giai ma AES

Phép bién ddi Add row key: khoa con dugc két
hop voi cac khdi dit liéu vao, mdi khoa con co do dai
gidng nhu dir liéu vao. Qua trinh két hop duoc thuc
hién bang cach XOR tung bit ctua khoa con véi timg
bit khoi dit lidu vao.

Substitute bytes: cac byte cua khéi ddu vao duoc
thay thé bang tra trong bang S-Box c6 kich thudc
(16x16) byte. Pay chinh 1a qua trinh phi tuyén cua
thuat toan. Hop S-box duoc tao ra tir mot phép bién
d6i kha nghich trong truong hitu han GF (2%) (The
finite field of order 2%) co tinh chét phi tuyén. Tuong
tu phép bién d6i nghich Inverse sub bytes thuc hién
tra trong bang IS-BOX, chi tiét cic bang S-BOX, IS-
BOX, truong hiru han GF(2*) xem tai li¢u [8].

Shift rows: cac hang cua khdi dir liéu vao duoc
dich vong mét s6 budc nhat dinh. Hang dau dugc git
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nguyén, mdi byte ctia hang thtr 2 duoc dich vong trai
mot vi tri. Tuong ty, cac hang thir 3 va 4 dugc dich
vong 2 va 3 vi tri. Do vay, mdi cot cia khdi dau ra
ctia bude nay s& bao gom cac byte & di 4 cot khdi dau
vao. Phép bién doi nguoc Inverse shift rows thuc hién
nguoc lai, dong 1 gilt nguyén, cac dong 2, 3 va 4 duogc
dich vong phai tuong ung 1 byte, 2 byte va 3 byte.

Mix columns: mdi cot ctia khéi dir liéu vao (ma tran
4x4) twong mg 13 hé sb cia mot da thie f(x) bac bang
3 (v6i hé sb tu do ung byte dau tién cua cot). Pa thirc
nay dugc nhan véi da thice a(x) = 3x* + x>+ x + 2,
sau do6 thuc hién phép chia modulo cho da thirc n(x)
=x*+ 1, két qua phép modulo 1a da thirc bac 3 ¢(x) =
f(x).a(x) mod n(x), 4 byte hé s6 cua da thirc c(x) duoc
thay thé twong tmg cho 4 byte trong cot tao da thirc
f(x) cua khéi dir liéu. Cac phép cong va nhan trong da
thirc duge thyc hién trong truong GF(2%). Phép b1en
d6i nguoc Inverse mix cols, thuc hién twong tw mdi
coOt cua khoi dir liéu vao duoc nhan véi da thire b(x)
= 11x*+ 13x?+ 9x + 14, sau d6 cling thyc hién phép
chia modulo cho da thic n(x) = x*+ 1, cudi cing thu
duoc 4 hé sb cua da thic két qua, cac hé ) nay thay
thé cho cot twong tmg. Chi tiét chimg minh phép bién
d6i Inverse mix cols 1a phép bién d6i nguoc clia Mix
columns xem tai li€u [8].

Ham mo rong khoa (Expand key): 16 byte khoa ky
hiéu 1a: k0, k1, k2... k15 va duoc sap xép lai thanh ma
tran 4x4, sau do phép moé rong khoa (tao khoda con)
duoc thuc hién nhu hinh 8.

ko | ka | ks | ka2
ky | ks | ko | ki3
Ky | kg |k | Koy
ky | kq | kuy | ks

Nl
%%:a/e:;?

Wao | W1 | Mo | Was

Hinh 8: thudt toan tao khéa con w0 dén wi4

Tir 4 tir (word) dau vao wOwlw2w3, wo = (k0, k1,
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k2, k3)... w3 = (k12, k13, k14, k15) trong lan lip dau
tién thao tac sinh ra 4 tir w4w5w6w7, 1an lap th 2, tir
wadw5w6w7 sinh ra w8w9w 10w 11, ctr nhu thé cho dén
lan 1ap tha 10 sinh ra 4 tir cudi cung w40w41w42w43
(hinh ).

Trong mdi lan lip dé sinh ra 4 tir, thi tir dau
tién sinh ra theo quy tic w=w,@® g voi g =
SubWord(RotWord(w,_ b Wip W W, )) @ Rcon[1/4]
[=4,38,12...40; 3 tir tiép theo sinh ra theo quy tic W,
=W, EBW ,j=1+1,1+2,i+3. Trongdo RotWord
la dlCh Vong trai 1 byte Gia st tir ddu vao co 4 byte
1a [bO, bl, b2, b3] thi két qua cua RotWord 1a [bl, b2,
b3, b0]; SubWord 14 thay thé mdi byte trong tir diu vao
bang cach tra ctru bang S-Box trong thao tac Substitute
bytes; Rcon 1a mot mang hang s6. Mang nay gdm 10 tir
mg v6i 10 vong AES, 4 byte ciia mot phan tir Rcon[j]
la (RC[j], 0, 0, 0) véi RC[ j] 1a mang 10 byte hexa nhu
sau:

J 1 2 3 4 5 6 7 8 9 | 10

RC[j] | O1 | 02 | 04 | 08 | 10 | 20 | 40 | 80 | 1B | 36

Bdo mdt cho giao thivc Modbus TCP

Carcano va cong sy [9] di ching minh tinh thiéu
xac thuc trong giao thirc SCADA tao co hoi cho céc
mi doc hai d& dang tin cong vao cac cam bién, co cau
chap hanh cua hé thong SCADA. Tudng lira va cac
hé théng phat hién xam nhap co thé bao vé, phat hién
nhiing tin cong vao hé théng SCADA. Tuy nhién, cac
hacker ciing ludn cb ging tao ra cic ma doc hai c6 thé
vuot qua nhimg vong kiém soat an ninh nay. Do vy,
cach tbt nhat dé giai quyét cac mdi de doa an ninh 14
giai quyét tan gdc bang cach thiét ké lai giao thirc co
bao mat voi do an toan cao. Nhung mot giai phap nhu
vay la rat kho thyc hién, vi né doi hoi nhing thay doi
dang ké d6i véi cac kién triic va cdu hinh hé thong
diéu khién. Thay vao do, chung t6i dé xuat mot cach
tiép can thuc té hon, bo sung thém co ché bao méat cho
mot giao thirc dé khéc phuc cac 16 héng. Trong bai bao
nay, chung toi lya chon giao thirc Modbus TCP dugc
sir dung pho bién trong hé thong SCADA dé nghién
ctru. Muc dich bao mét cho giao thirc Modbus TCP la
nham dap ung cac yéu cau bao mat sau day: i) bi mat:
chi c6 nguoi nhan da xac thyc co thé léy ra dugc noi
dung cua thong tin chira dung trong thong diép; ii) xac
thuc: nguoi nhan can ¢ kha ning xac dinh nguoi giri
va kiém tra xem nguoi gii d6 co thyc sy gii thong
tin di hay khong; iii) toan ven: ngudi nhan can c6 kha
nang xac dinh théng tin c6 bi thay d6i boi bén thir 3
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nao hay khong; iv) chdng lap lai: khong cho phep bén
thtr 3 nao sao chép lai thong di€p va gm nhiéu lan dén
nguoi nhan ma nguoi nhan khong biét; v) khong tir
chdi: nguoi gui khong thé tir chdi viéc minh da gui
thong tin di.

Co ché bao mat trén giao thirc Modbus TCP duoc
thuc hién nhu trén hinh 9.

Khbi dit liéu (PDU) ciia giao thitc Modbus TCP
(hinh 5)

| Ma ham (Function code) | D liéu (Data) |

B6 sung thém 2 treong: | M4 théng diép S, ma CRC
L S(2byte) |

Mi ham | | CRC |

]

D liéu

M3 héa AES-128 Jr véi khoa bi mat SCy,
| Dit liéu ma héa thay thé cho PDU cua Modbus TCP |

Hinh 9: qua trinh bao mdt cho giao thirc Modbus TCP

Trong d6, trudong S (46 dai 2byte) ma sé dinh danh
thong diép dugc Master chén vao, mdi thong diép giri
di, c6 mdt mi sb khac nhau, giup chéng lai cac tin
cong phat lai thong di¢p; truong CRC la ham bam
CRC 16 bit (v6i da thire sinh la: x'® + x? + x) cta cac
truong: S, ma ham, dir liéu. 16 bit ma CRC dugc cheén
vao cudi thong diép dé tao co ché xac thyuc, chong sira
d6i gbi tin. Luu y cac thong diép cia Modbus di dugc
giao thitc TCP/IP truyén tai dam bao chinh xac khong
bi 16i nén muc dich cua truong CRC ¢ day khong dé
kiém tra 13i truyén thong diép ma dung cho muc dich
xéc thyc, phat hién viéc stra doi thong diép.

Giao thic Modbus TCP thyc hién trao ddi thong
diép gitra Master va Slave theo co ché yéu cau/dap tng
(hinh 2), Master thuc hién ma hoa toan bd cac truong
S, ma ham, dir li€u va ma pRC béng khoa bi mat SC,
(chi Master va Slave ¢0), roi guri cho Slave. Slave nhan
duogc thong diép ma hoa tién hanh giai ma bang khoa
SC, sau do tinh lai CRC va so sanh voi CRC cua thong
dlep nhan duoc, tiép dén kiém tra ma sé dinh danh
thong diép S c6 trang voi thong diép cii khong, néu tat
ca hop I¢ thi loc ra ma ham, dir li¢u dé quyét dinh tra
101 yéu cau ciia Master. Slave tra 1oi Master ciing tién
hanh tuong tu nhu Master gii yéu cau cho Slave, chi
khac ma dinh danh thong di¢p khong dugc Slave tao
ra ma lay tir thong diép ctia Master va ting thém mot
don vi. Qua trinh giao tiép gitra Master va Slave thuc
hién nhu hinh 9 s& dam bao dugc mot sb tinh chit sau:

TAP CHI

HOA HOC

ONG NGHE I} Nam 41)1.2016

e Tinh bi mat: tt ca thong diép trao doi giita Master
va Slave déu dugc ma hoa AES-128 bit chi c6 Master,
Slave c6 khoa bi mat SC, nén bét ky bén tl:ll:l’ 3 nao
c6 dugc thong di€p trung gian déu khong the gidi ma
dugc ndi dung do khong c6 khoa SC, .

e Tinh chting thuc: dugc thuc hién do két hop gitra
ma CRC cua thong di€¢p va ma hoda toan b thong di¢p
trude khi truyén di. Khi Slave nhan dugc thong di¢p
tién hanh giai ma va tinh lai CRC cta thong diép néu
khop voi CRC cua thong diép gii di thi chic chin
thong di¢p do 1a cua Master. Tinh ching thyc nay
chéng lai duoc tat ca cac hinh thuc tin cong mao danh
Master gui 1€nh cho Slave, vi gid st mdt bén thu 3
nao d6 mao danh Master gui thong di€p cho Slave do
khong c6 khoa bi mgflt SCJ( nén bén tht 3 ph‘éli gui 1
thong di€p theo truyén thong hodc theo so @6 hinh 9
V(:Ti khoa bi mat nao do khac SC,_hodc gui thong diép
bat ky nao do khac, khi Slave nhan dugc thong di¢p do
s& tién hanh giai ma v6i khoa bi mét SC,, tinh lai CRC
so sanh vdi CRC cua thong di¢p s€ thay khong khop
nén biét duoc thong diép khong phai do Master giri va
loai bo. Xac sudt bén thtr 3 giri ngdu nhién 1 théng diép
dé Slave giai ma ra roi tinh CRC khép véi CRC cua
thong diép 1a rat nho.

e Tinh toan ven goéi tin: gia st mot bén thir 3 nhan
dugc thong diép trung gian (ban ma) mudn stra doi ndi
dung thong dlep nhung do khong c6 khoa bi mat SC,
dé giai ma, roi sira ndi dung, tinh lai CRC, ma hoa la1
gui cho Slave nén budc phai sira d6i ban mi theo mot
cach nao do khac, do vay khi Slave nhan dugc thong
diép nay, nd s& giai ma va tinh lai CRC s& thay khong
khép voi CRC cua thong diép gui di, tir 6 biét duoc
no6i dung thong diép di bi thay doi.

e Chéng lap lai: mdi thong diép gui di, trude khi
ma hoa Master chén mé sé dinh danh thong di¢p (khac
nhau mdi 1an truyén) vao truong S. Do do, néu mot bén
thir 3 nao d6 nhan dugc mdt thong di¢p trung gian, gia
mao Master phat lai thong di¢p do cho Slave, Slave
nhan dugc 2 thong diép c6 cung s6 dinh danh thi loai
bo thong diép thir 2. Ciing do chén thém ma sé dinh
danh thong diép khac nhau cho mdi lan truyén, ma 2
thong diép Master giri di gidng nhau nhung chi khac
nhau ma sb nay, s& cho ban ma hoan toan khac nhau
(tinh chét phan tan ciia AES) nén gy kho khin cho
bén thir 3 mudn giai ma, thu thap thong tin tir cac thong
diép.

e Khong tir chéi: do ca Master va Slave déu c6 khoa

20



bi mat SC, nén vé 1y thuyét, mot thong diép gui di
khong két luan duoc chinh xac cuia Master hay Slave.
Tuy nhién, trong hé thong SCADA st dung Modbus
TCP giao tiép theo co ché yéu cau/dap ng nén cac
Slave ludn bi dong khong giri bat ctr thong diép nao
néu Master khong yéu cau, do vdy mot Slave nhan
dugc thong diép yéu cau co dia chi, mi dinh danh
thong diép S, CRC... hop 1€ chung to thong di¢p do
phai do Master giri di (Master khong thé tir chbi da guri
yéu cau nay).

Cai dat va thir nghiém giao thirc bao mat Modbus
TCP

Mo hinh hé théng thir nghiém giao thirc bao mat
Modbus TCP/IP cho hé SCADA nhu sau:

“Sta” / ModbusRTu
_ VFD-B
Modbus TCP 3 1
Pong co
ba pha

Tiny 6410 Board
Hinh 10: mé hinh thir nghiém giao thicc bao mat Modbus TCP

Master

LAN Network

Trong hinh 10, may tinh dong vai tro 1a thiét bi
Master. Board nhiing ARM Tiny 6410 1a thiét bi Slave
giao tiép v&i may tinh qua giao thirc bao mat Modbus
TCP trén nén mang LAN. Board nhing ARM két n6i
v6i bién tin VFD-B cua Delta qua chuan RS458 va
giao thitc Modbus RTU. Bién tan VFD-B cua Delta
dugc cau hinh dé sir dung truyén thong Modbus RTU
chuan diéu khién dong co 3 pha (hinh 11).

Hinh 11: mé hinh thuc té thir nghiém bdao mdt Modbus TCP

Chuwong trinh trén mdy tinh: chuong trinh giam
sat va diéu khién trén may tinh duoc thiét ké trén C#
2008 cua bo phﬁn mém Microsoft visual studio, thuc
hién diéu khién, giam sat mot s6 chirc nang cua bién
tan VFD-B nhu sau: gui 1énh bat/tit dong co toi bién
tan; gui 1énh dat tan sb ra cho bién tan; gui 1énh doc
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dong, ap, tan s ra cuia bién tan. Cac 1énh trén déu dugc
giri di theo giao thirc bao mat Modbus TCP. Bé ma
hoa phan dit liéu cia Modbus TCP, sir dung cac ham
da duoc chuan hoa cho mi hoa AES trong thu vién
“System.Security.Cryptography” ctua C# [10], dé gui/
nhan goéi tin Modbus TCP sur dung cac ham trong thu
vién nModbus [11].

Ttr tai liéu ctia bién tin VFD-B [12] c6 mdt s6 1énh
diéu khién va giam sat (bang 1).

Bang 1: mot 56 thao tdc diéu khién

Chirc ndng | Ma ham | Dia chi thanh ghi Gia tri
Bit dong co 06H 2000H 0002H
Tét dong co 06H 2000H 0001H
Dit tin sb 06H 2001H Gid tri cAn dat(0->60)

Bang 2: mot 56 thao tdac doc

Chiic niing M3i ham | Dia chi thanh ghi S6 tir cin doc
Poc tin sb ra 03H 2103H 0001H
Poc dong ra 03H 2104H 0001H
Doc dién ap ra 03H 2106H 0001H

Trong 2 bang 1, 2, phan ma ham, dia chi thanh ghi,
gia tri/sb tir can doc, chinh la phan dir liéu (PDU -
Protocol data unit) cua Modbus TCP [13]. Nhu vy,
d6 dai ca phan PDU chi ¢6 5 byte nhung mot khdi dix
liéu ma hoa bang AES ti thiéu 128 bit (16 byte) do
vay két hop qua trinh bao mat cho giao thirc Modbus
TCP (hinh 9) can thyc hién nhu sau: trudc tién chén
mi dinh danh thong diép 2 byte, chén tiép 5 byte dit
li¢u v6i thao tac twong ing nhu trong bang 1, 2 & trén,
tiép d6 cheén thém 7 byte gié tri bang khong, tinh CRC
16 bit cua 14 byte nay rdi chén vao cudi ta dugce khdi
dir liéu 16 byte ky hiéu 1a M. Khéi di liéu M duoc ma
hoa AES vo1 khoa bi mat SC, cho ra ban ma C. Ban ma
C tiép tuc dugc bd sung them 7 byte (hinh 5) cudi cling
thong di€p nay duogc gui cho Slave (Board Tiny 6410)
qua giao thirc TCP/IP v6i cong 502.

Giao dién chuong trinh diéu khién, giam st trén
may tinh dugc thé hién trong hinh 12.

&0 nModbus [E=EE )

IP Address
192.168.1.230

Slave ID

1l
" I ’

SET FREQUENCY
U e START STOP

Hinh 12: giao dién diéu khién trén mdy tinh
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Chuwong trinh trén Board Tiny 6410: Tiny 6410 [14]
1a mot board nhing dwoc san xuat va phan phdi boi
hang Friendly ARM. Board nay c¢6 bg vi xir Iy Samsung
S3C6410A ARM1176JZF-S, xung nhip tbi da dat 667
MHz, v6i RAM: 256 MB DDR RAM, va 2 GB by nh&
NAND Flash. Board nhung dugc cai h¢ diéu hanh ma
nguén mé Linux 2.6 va mot sb thu vién hd tro dé chay
dugc cac tmg dung viét trén nén tang QT 4.7. Chuong
trinh giao tiép giita board Tiny 6410 véi méy tinh qua
mang LAN su dung giao thirc TCP/IP va chuong trinh
mi hoa/giai ma AES déu duoc lap trinh trén QT 4.7 cai
dat trén hé diéu hanh Ubuntu 12.4. Luu d6 thuat toén
ctia chwong trinh trén board Tiny 6410 thé hién trong

hinh 13.
Ehdi tao

a4
%

o
L
k

Kiém tra véu cau N
tir Master?
T
Nhan thing digp Canh bao
# A

Gidi m3 vdikhoa 5C:

Kiém tra xac thre,
toan ven, lip lai?

Loc md ham, dir ién, tao
klnmg Modbus RTU chuan
gl xuong bién tan

v
Dot bién tin tra 18, tao
thing diép bao mat Modbus
TCP wvidi khda SCi trd 16d cho
Master

1

Hinh 13: luu dé thudt todn trén board Tiny 6410

Chtre nang chinh ctia board Tiny 6410 thuc hién két
ndi vai may tinh qua mang LAN, dé nhan toan bo 1énh
tir may tinh (Master) giri xudng bang giao thirc bao
mat Modbus TCP/IP. Sau d6 tién hanh giai ma, kiém
tra tinh xac thuc, toan ven va kiém tra thong di¢p co bi
lap lai khong. Néu mot trong cac yéu cau kiém tra do
khong hop 18 thi hién thi canh bao 1én man hinh LCD
va loai bo thong diép d6. Néu tit ca cac kiém tra 1a
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hop 18 tién hanh loc 14y ma ham va dir ligu trong thong
diép tao g6i Modbus RTU chuén sau d6 gtri thong diép
chudn nay cho bién tin, doi bién tan tra 15i. Sau khi co
dir lidu tra 10 tir bién tan, 1dy théng tin d6 tao khung
bao méat Modbus TCP (hinh 9) tra 161 cho Master - may
tinh.

Mot s6 két qua thir nghiém: dat chu ky quét cia
chuong trinh diéu khién giam sat trén may tinh 1a 500
ms, thoi gian time out: 1.200 ms. Két qua chuong trinh
giam sat thu dugc va hién thi trén giao dién: tan s,
dién ap, dong dién doc tir bién tan khép véi thong tin
xem trén bién tan khong xay ra 16i ndo. Trong qua trinh
do, trén giao dién co thé lién tuc thay ddi tde do dong
co hodc bat tit nd bang cach di chuyén thanh truot dé
gui Iénh dat lai tan s ra cta bién tan, hoic nhin vao
nut start, stop. So sanh thoi gian dap ung, do dai cac
thong di¢p cua 2 giao thire Modbus TCP va giao thirc
Modbus TCP c6 bao mat nhu trong bang 3, 4.

Bang 3: thoi gian dap mg thong diép

Cic tham s Modbus TCP Bédo mat Modbus TCP
Chu ky quét (ms) 500 500
Thoi gian time out (ms) 1.200 1.200
Thoi gian dap tng (ms) 29 32

Thoi gian dap Ung thong di¢p tinh tir lic Master
bat dau gui thong diép yéu cau cho dén khi nhan xong
thong diép tra 16i. Bang 3 cho thiy d6 tré dap tmg 29
ms cho Modbus TCP, 32 ms bao mat Modbus TCP.
Mot sy khéac biét khong qué 16n (3 ms) cho chu ky
quét 500 ms va thoi gian timeout 1.200 ms, do tré nay
s& giam di néu thiét bi thir nghiém c6 tdc d6 cao hon
board Tiny 6410.

Bang 4. d¢ dai thong diép gui cho goi TCP

Cac ham chire nang Modbus TCP Bao méat Modbus TCP
M ham 06 véi goi yéu cu 12 byte 23 byte
Ma ham 06 voi goi tra loi 12 byte 23 byte
M ham 03 véi goi yéu cu 12 byte 23 byte
Ma ham 03 voi goi tra loi 11 byte 23 byte

Bang 4 so sanh kich thudc phan dit liéu cia Modbus
TCP va goi bao mat Modbus TCP cho 2 ma ham 03,
06. Cac g6i Modbus TCP c6 bao mat 16n hon so voi
cac goi tin Modbus TCP thuong tuong tmg. Tuy nhién,
kich thudc ting 1én nay khong phai 1a mot van dé trong
yéu ngay ca ddi voi cac mang SCADA véi biang thong
thap.

Thir nghiém tan coéng gia mao khi khong c6 khoa
bi mat SC,_don gian nhu sau: bang cach thay doi khoa
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bi mat trén giao dién rdi nhn cac nut start, stop, quan
sat khong thay dong co thay doi trang thai va trén man
hinh LCD ctia board Tiny 6410 hién thi thong bao
nhan dugc goi tin khong hop 18, didu nay chimg t6 tin
cong gia mao Master da dugc phat hién.

Tiép tuc sir dung tinh ning debug cua C#, dé sira
d6i ndi dung ban ma, thay ban ma bang thong diép 3,
sau d6 madi gui yéu cho board Tiny 6410, ghi lai toan
bd ban ma rdi giri lai cho board Tiny 6410 déu cho két
quéa twong tu nhu trudng hop tin cong gia mao don
gian ¢ trén.

Két luan

Két hop tiéu chuan ma hoéa tién tién AES va cac
yéu cau cua mot hé théng truyén thong an toan, cic
tac gia da xay dung va thu nghi€ém thanh cong giao
thirc Modbus TCP c6 thém bao mat, xac thuc ¢ tang
ung dung c6 kha nang khic phuc cac 16 héng bao mat
ctia giao thirc. Mdi théng diép cua giao thire déu duoc
ma hoa, xac thuc chéng lai cac dang tAn cong nhu xem
trom, gia mao thiét bi Master gui thong di¢p cho thiét
bi Slave, sta ndi dung thong di€p trude khi thiét bi
Slave nhan dugc, gui lap lai thong di€p cho thiét bi
Slave nhiéu 1an. Giao thic Modbus TCP ¢6 bao mét &
tang tmg dung, dugc thir nghiém chay tot trén hé thong
mang gobm mot may tinh (Master) két ndi mang LAN
v6i board Tiny 6410 (Slave), board Tiny duogc két ndi
v6i bién tan VFD-B cua Delta, bién tan duoc st dung
dé diéu khién dong co 3 pha.
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